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SECTION 1. PROJECT DESCRIPTION
Overview of the Project

In an age of technological progress, we're as easy as ever to do financial transactions, and so
is the size of financial fraud in the United States. Whether it's ATM fraud, credit card fraud, identity
theft schemes, wire transfer fraud, or account takeovers, it's common knowledge that fraud schemes
are getting increasingly sophisticated, and financial services institutions are meeting the challenge.
In addition, American consumers reported the lowest amount of credit card fraud in the third quarter
of 2024, at just about $58 million in dollars (Statista, 2025). The number highlights the imperative
need for smarter and more responsive fraud detection systems that can detect and prevent illegal
activities in real time.

Current fraud detection methods rely on manual decision making and pre-defined rules, and
may not be able to respond to new and developing challenges in fraud posing in the financial
services. With the advent of new technologies such as Artificial Intelligence (Al) and machine
learning algorithms, there are opportunities to develop more sophisticated and adaptive algorithmic
fraud detection strategies. Not all financial institutions (CIO, 2024) are making full use of Al
technologies to detect fraud. In fact, in the face of increasingly sophisticated fraud schemes,
organizations will need to do more than simply rely on technology and introduce more of a
management-driven approach to innovation. Despite the need for better fraud detection, many
organisations struggle with technology issues, organizational silos, and management risk and know
how gaps that prevent them from implementing better fraud detection. The challenges underline a
lack of practice by general managers, who don't have a clear plan on how to integrate Al strategic

and operational frameworks within institutions.



A major challenge in the financial industry, including the U.S., in an era of growing digital
financial transactions by financial institutions like banks or financial technology (fintech) firms
(Brogi & Lagasio, 2024), is fraud. While these payment systems are convenient to use, they don't
have enough time to manually intervene against fraud (Vanini et al., 2023). But there is a huge
expectation upon institutions to implement an effective fraud detection system that can identify
anomalies, trigger an alarm on questionable transactions, and act automatically almost instantly
(milliseconds). Business goals aligned with machine learning capacities reduce fraud in financial
institutions by a huge margin, according to Abikoye et al (2024). The importance of managerial
skills and preparedness in fully achieving the value of machine learning initiatives was highlighted
by Bevilacqua et al. (2025). The organizational efforts have an important role to play in the long-
term success regarding the activities of fraud detection and limit risk exposure.

The machine learning algorithms would be used to detect fraudulent activities at financial
institutions in the U.S. Anomaly detection in machine learning would enable financial institutions to
implement an effective fraud prevention system, recognizing fraudulent activities (Dama et al.,
2024). The underlying issue at hand is the lack of leadership approaches in the context of
implementing machine learning in financial institutions for addressing fraud operations (Gupta et al.,
2025). The issue here is that many financial institutions have a management that doesn't possess the
advanced procedures and operations required to combat financial fraud using advanced technologies
such as machine learning (Chenguel, 2020). However, once a technological solution has been
identified, the challenge lies in the managerial process for the uptake of the solutions and getting
them to become part of the organisational processes and decision-making systems. The project's

potential impact is the ability of financial entities to gain recognisable benefits and the creation of a
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more secure financial system offering consumers protection from fraudulent transactions, through
active fraud identification and prevention.

Financial institution managers may have a new piece of knowledge or information resulting
from the significance of the proposed project that helps them pinpoint fraud earlier to minimize the
financial losses. This adoption of machine learning technology is aided by effective leadership
practices, enabling proactive detection of fraud events and reducing them to a minimum (Bevilacqua
et al., 2025). So, machine learning can contribute to combating brand new frauds and improving the
health of the organisation's finances. For this reason, the problem that will be addressed by the
project will be sudden and disappointing deployment and administration of smart fraud detection
systems by a business. Focusing on managerial aspects of integrating machine learning technology,
the data from this project may provide a way forward for financial institutions interested in updating
fraud prevention measures to guarantee long-term security and confidence in the digital world.

Problem Statement and Purpose

The overall business issue is that fraud incidents lead to loss in both profitability and
customer satisfaction in the U.S. financial industry (Shi et al., 2023). Traditional fraud detection
systems can't detect fraud and affect the organization's performance. The Federal Trade Commission
(FTC) reports that Americans lost $90 to $501 million from fraud in the United States in 2025. The
increasing losses reveal that fraud is not only a continual problem, but it's also becoming more
sophisticated, and it is a threat to consumer trust and organizational stability.

The specific business problem is that some technology managers in the U.S. financial
industry do not have the effective resources and technology strategies to implement machine

learning-driven fraud protection (Bello & Olufemi, 2024). While financial institutions have access to
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advanced technologies, a lot of times leadership flaws, failure to receive strategic support, or other
reasons make it difficult to implement a fraud detection system, impacting organizational
performance (Afjal et al., 2023). Around 2.6 million consumers have reported fraud as a result of
misaligned leadership by consumers, saying they needed more leadership in integrating advanced
technology (FTC, 2025). The effects of this particular business challenge are multifaceted, leading to
increased vulnerability to fraud, loss of customer confidence, and significant financial losses (Lamey
et al., 2024). Keeping up with the gap between technology and strategic leadership issues is one of
the most important problems in the context of financial industry management.
Alignment with Program

A Doctor of Business Administration (DBA) project on leveraging machine learning
technology with strategic leadership in financial institutions is a perfect match because the project is
aimed at solving a high-impact business problem, and it is focused on the financial industry.
Financial fraud continues to be a major problem in the financial services industry in terms of both
expenses and complexity (Hilal et al., 2021). So the project is about the operators and operator
failures at the strategic level that prevent the machine learning and therefore cause financial losses,
regulatory risk, and/or reputational damage. The Journal highlighted the significance of the role that
leadership can play in enhancing financial operations by incorporating machine learning technology.
Therefore, this proposed project is a good match for the Doctor of Business Administration (DBA)
emphasis in interdisciplinary leadership and strategic management. Exploring the financial
manager's capability to make the decisions to implement advanced technology provides valuable

insights into improving the operations financially in an organization and reducing the risk of fraud
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(Dama et al., 2024). The work of the project in the DBA is based on the problem-solving process,

doing research related to the business applications.

Purpose Statement

The proposed generic qualitative inquiry aims to elicit the views of technology managers in
the financial industry who have thus far adopted resources and technology strategies to combat
machine learning-driven fraud detection and protection in the U.S. financial sector. The proposed
project will delve into the concepts of Leadership strategy in the adoption of machine learning
technology for fraud detection (Dama et al., 2024). The target population will be financial managers
in U.S. financial service institutions in the U.S.

Gap in Practice

The difference is that some U.S. financial industry managers still haven't embraced effective
machine learning-driven strategies to minimize fraud detection failures, which leads to continued
financial losses and customer dissatisfaction (Chen et al., 2025). According to the statistics from the
Federal Bureau of Investigation, BEC attacks increased in 2022 from 17,348 in 2021 to 21,832
attacks, resulting in losses of approximately $2.7 billion (Lalchand et al., 2024). Fraud detection
using standard systems is not keeping up with the changing methods of fraudsters and tends to be
fraudulent. The practice gap is not an issue associated with the unavailability of fraud detection
technologies but due to a lack of a leadership strategic approach to implement the machine learning
technology (Hariyani et al., 2024). The disparity means the specific problem that financial
institutions face is that of being vulnerable to fraud tactics that cannot be detected by existing

systems, leading to monetary loss. The ideal state is when managers of financial institutions are
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actively leveraging the predictive power of machine learning, real-time identification of fraudulent
activities, and high accuracy in detecting and preventing fraud (Pattnaik et al., 2024). The findings
from the project may be helpful to practitioners who are looking to narrow the gap and understand
that the use of more advanced analytical techniques in the fight against fraud can be useful. Besides,
the outcome should be considered as part of a business's general strategic plan.

Theoretical Framework

The work investigates the opinions of U.S. financial technology (FinTech) Managers using
resource and technology measures of those who have adopted ML technology (machine learning) in
fraud detection and protection. The qualitative research study was practically oriented, where the
technology acceptance model (TAM) was originally developed by Davis (1989). The TAM has been
adopted as a popular explanatory model of the adoption of emerging technologies. It continues to be
highly relevant in the study of strategic, behavioral, and managerial issues in the implementation of
machine learning in financial institutions (Davis & Grani¢, 2024). The theoretical basis offers
valuable insights into the intricate decision-making processes leading to effective technology
integration in high-stakes financial contexts.

Perceived usefulness at a manager level reflects what managers think the machine learning
systems have the potential to achieve in terms of better fraud detection results and adding value to
the organisation. The ease of use signifies the degree to which managers believe that the
implementation of machine learning systems will not be complex and demanding excessive effort
for financial organizations (Joseph & Eaw, 2023). Perceived ease of use may shape managers'
attitudes toward ML adoption, especially if others in an organization are reluctant to adopt ML

because of their perceived difficulties in implementing it. The sequential technology acceptance
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model constructs of attitude towards use, intention to use behavior, and actual system use offer a
systematic framework to understand how managers form perspectives, develop intention, and finally
adopt machine learning technology.

The TAM is one of the most-used models for explaining the adoption of new technologies,
especially within an organizational context, in general management literature. According to the
TAM, two main factors that affect the acceptance of a technology are its ease of use (EU) and
usefulness (U). The TAM is an appropriate model for the project because it allows for an
explanation of how financial managers at U.S. financial institutions might or might not implement
machine-learning-based fraud-detection systems, especially given the seemingly clear advantages of
these technologies.

An important secondary model is the unified theory of acceptance and use of technology
(UTAUT), which is an extension of TAM, adding constructs of performance expectancy, effort
expectancy, social influence, and facilitating conditions. (Borhani et al., 2021) By adopting this
framework, both scholars and practitioners it helps to have a more nuanced perspective of
technology adoption in organizations. For the project, the other variables will be used to understand
the factors outside of the manager's influence that could affect their decision to implement machine-
learning-based fraud-detection systems, including the organizational culture, leadership support, and
training.

The focus of the specific problem explored is to understand the managerial perspectives in
the context of the technology acceptance model. The research questions are laid out to explore
perceived usefulness and ease of use, which shape executives' perceptions of machine learning

technology adoption, what drivers would trigger behavioral intentions, and what impediments would
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exist for implementing the system. The proposed project questions can be directly mapped to the
TAM for constructs (perceived usefulness and perceived ease of use), which can be explored while
focusing on the decision-making views of managers in the adoption of a technology. The conceptual
framework to understand the attitude of financial institutions' managers towards the machine
learning technology that is used to detect fraud is one of the conceptual frameworks employed in the
current project, which is called the TAM by Fred Davis (Pajany, 2021). The basic constructs of the
TAM model directly impact the attitude formation process (Borhani et al., 2021). The strategic
approach to the use of technology that the TAM model of perspective towards the new technology
directly corresponds to the result of the performance of the organization. Therefore, the framework is
quite applicable in forming the thinking on management decision- making, mainly in financial
services.

The TAM is based on five constructs; perceived usefulness and perceived ease of use are the
two most important constructs to predict the acceptance of technology. Perceived usefulness
indicates the user's perception of the system's usefulness for improving job performance. The
perceived usefulness is associated with how managers and senior management form thoughts on
how increased accuracy in fraud detection, efficiency in operations, and improvement in competitive
edge can be achieved. The constructs impact users' attitudes towards the technology, the intention to
use the technology, and the actual use of the system. Perceived ease of use shows the financial
managers' perceptions of the availability and ease of use of the machine learning system. These
constructs have an impact on the attitude towards technology, the attitude towards intent to use

technology, and system use of the user of technology.
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The study examines the relationship between managerial attitudes and perceptions of
strategic readiness to adopt machine learning technology and the constructs of TAM and its potential
for successful adoption of the technology, and support from organisations. The framework allows for
the proposed project to consider the the manager's's perspective. This framework directly contributes
to the concept of the project to analyze the perception of managers concerning ML in financial
institutions. This means that the fusing of the worlds of finance, technology, and management also
represents a theoretical lens and that the DBA-level research that focuses on understanding the
processes of technology adoption decision-making could be relevant to consider.

Though the main model that is utilized in the project is the original TAM, the extension of
the model provides TAM that considers additional variables like subjective norms and expounds the
perceived usefulness via the social influence and cognitive instrumental action, improving the
comprehension of organizational technology adoption standpoints (Grani¢, 2024). In the same way,
the unified theory of acceptance and use of technology (UTAUT) combines the constructs, such as
performance expectancy, effort expectancy, social influence, and facilitating conditions. The model
likely has a wider scope in terms of the range of factors impacting organizational and environmental
perspectives on adoption (Zin et al., 2024). While TAM2 and UTAUT will not be used as the main
framework, the extended constructs of the models will be used for the development of interview
questions and the thematic coding procedures in data analysis.

The significance of the TAM for the study of the slow technology adoption of machine
learning in the financial sector is that it is a model that enables the prediction of important factors
that influence managers' adoption perspectives and strategic alignment. The project will analyse

TAM to identify common reasons for some financial institutions to be more amenable to machine

17



learning-based fraud detection systems when compared to others. The results can be translated into
how to implement machine learning in more effective ways in accordance with the management
perspectives and organizational contexts.

In other business areas, such as social or information and communications technology (ICT),
TAM and extended constructs have been used to determine technology adoption views on fraud
prevention effectiveness. The framework aligns with the proposed project's goal of examining
financial managers' views on the value and accessibility of machine learning in fraud prevention and
operational efficiency. TAM is highly relevant to the investigation as the model focuses on the user
perspective on acceptance, a key factor in the challenges faced by strategic investments in machine
learning in financial institutions (Rawindaran et al., 2021). TAM does not address technical
implementation models but rather focuses on the cognitive and behavioral parts of perspectives on
adoption, in parallel with the managerial focus of the project.

The TAM gives a structure to follow when doing a literature review and is a systematic
method of organizing and comparing studies of TAM and the views on technology adoption in
financial sectors. Thathsarani and Jianguo (2022) conducted a qualitative study with 487 Small and
Medium Enterprises (SMES) in Sri Lanka, and they found that from SMEs' perspective on digital
adoption with the TAM lens, digital adoption is around financial context and significantly impacts
the performance of SMEs. The scholars also showed that financial organisations are under regulatory
pressure, have a strong drive to move fast toward digital transformation, and their customer security
requirements are ever-growing, all of which affect the evaluation of potential technologies to be

adopted by managers. However, Masumbuko and Phiri (2024) showed TAM application and called
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for the adoption of the framework for improving the strategic management, technological capability
and user acceptance perspectives.

The project introduces a new perspective of the TAM model, applicable to the fraud
detection systems in the financial industry, where the adoption of Al and machine learning is both
important and complicated. The project makes a research contribution by providing insights on
executive perspectives and readiness for integration of machine learning around a specific context.

The shift from the technology acceptance at the user level to the managerial perspective in
the analysis of TAM application will fill the technological capability and adoption of decision-
making frameworks. The proposed project aims to provide actionable strategies with regards to
effective fraud reduction — via the lifting of managerial perspective to match technology potential.
The TAM will be used to develop semi-structured interview questions that would elicit rich,
qualitative responses from the financial executives on issues pertaining to the perspectives on
Machine learning adoption (Ebot, 2024). Questions will focus on attitudes towards usefulness of
machine learning for fraud prevention, expectations of ease/difficulty of integration, and other
contextual factors such as regulatory pressures, organizational culture and leadership buy-in that
may impact views on integration. Depending on the model used (such as TAM2 or UTAUT), the
constructs in this project are based in the original TAM model in order to keep the theory consistent,
but should also be considered for addition into the analysis.

In the Data Analysis phase, financial institution managers' data will be coded using
qualitative and thematic approaches. Although TAM constructs will be not explicitly specified in
coding frameworks, these might be conceptual models from which to better understand emergent

themes involving adoption perspectives. The project will analyse the commonalities in management
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attitudes in the process of the adoption and the strategic integration of machine learning systems for
fraud detection (Masumbuko & Phiri, 2024). The TAM in the usage instrument was chosen because
it represents technology adoption perspectives as it relates to technology usage within an
organizational context, especially in the financial organization where managers make strategic
decisions regarding technology. Regulatory oversight, upbeat digital change, and rising customer
security requirements are all exerting pressure on financial companies' capacity to evaluate potential
for new technology adoption by their managers.

The project data can have a number of contributions to the literature. The data will reflect
financial managers' attitudes towards strategies for implementing machine learning in fraud
detection and risk management, first. Second, the study will take a look at the organizational factors
that influence machine learning adoption perspectives such as risk tolerance, regulatory compliance,
technological infrastructure and managerial readiness. Third, the alignment between constructs of
TAM and the real-world challenges of implementing machine learning in financial fraud prevention
settings will be explored (Gupta et al., 2025). Study data might be utilized to understand better how
to promote more effective strategies for the adoption of machine learning by practitioners and
policymakers. The project may help to bridge existing theory-practice gaps in financial management,
working to better use and choose technology to enhance performance in organizations, with a focus
on managerial perspectives of technology adoption.

Project Context

Innovations in payments and financial services have been picking up the ground running in

the U.S. financial industry because of this rapid change in financial services transactions and the

process of digitalization. As the world moves towards digitization, so too does financial fraud, with
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increasingly advanced and widespread practices. Today, credit card fraud, wire fraud, the threat of
identity theft and account takeover, among other areas of fraud are growing in sophistication and are
affecting consumers and institutions alike. But there are some adjustments that should be strategic in
the financial field to combat the limitations of fraud detection systems, in particular implementing
machine learning for real-time fraud detection that makes an intelligent use of data (HeR & Damasio,
2025). Losses reported by consumers was the basis for the need for the change. However, the
amount of money lost by victims of fraud was, at best, $90 million, and, at worst, $501 million,
according to the Federal Trade Commission (2025). The financial institutions that have yet to get rid
of legacy rules-based systems that lack real-time adaptability continue to be vulnerable. There are
technologies to identify fraud patterns extremely well but there's a lack of leadership strategies on
how to get the best results from.

The essence issue is a lack of managerial and strategic aspects on the side of machine
learning solutions. Even the financial institutions' technology pioneers who have access to better
technologies with the support of Al are missing the capacity and leadership to integrate the
technologies into the organizational mechanisms (Ejiga et al., 2024). A misalignment can cap the
potential of machine learning tools and enable fraud incidents to continue to go unaddressed.
According to Afjal et al., (2023) those institutions that are just not synchronized with the core
business of fraud detection are at a much higher risk of loss of financial business. Not availability of
technologies is the reason why the intelligent fraud detection technologies were not used; lack of
leadership driven integration strategies is the reason commented Chenguel (2020). The current lack
of practice indicates there is a lack of readiness to deal with innovation and consequently a loss of

consumers' trust and increased threats to the business.
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For the proposed project, one of the key requirements is strategic leadership and
organizational preparedness to gain the business value of machine learning projects (Bevilacqua et
al., 2025). Dama et al. (2024) proposed that technology managers must have a more-targeted
understanding of leadership approaches to be able to integrate the machine learning-based
technologies into the fight against fraud. As per McKinsey & Company (2022), many of the
financial companies are facing challenges in introducing Al technologies to their businesses, due to
the lack of a roadmap or planning by the general managers. While executive support and good cross-
functional alignment are a prerequisite for the machine learning's potential to be realised, Pattnaik et
al. (2024) have confirmed that machine learning contributes to anomaly detection. The institutions
need to be taken through a strategic transformation process, led by a project and to close this
implementation gap.

Nature of the Project

The proposed project for Al integration in financial institutions is viable, given the increasing
adoption of Al in the finance industry and the availability of existing machine learning models for
fraud detection. According to CIO (2024), despite their use of Al tools, financial entities have not
been able to fully leverage Al's potential as enterprise-wide strategies have not included Al. Initial
system setup based on institutional objectives plays a huge role in fraud reduction by configuring the
machine learning system, according to Abikoye et al. (2024). Therefore, the work could inform
similar organisations to the technology managers studied in the project about how to change their
tendency of failure by gaining insights into their perspectives of how successfully the project

implemented the machine learning driven system.
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The financial services industry is a high-stakes fraud risk — especially the fintech subsectors
following the accelerating growth in number and speed of digital transactions. Where fraud is
occurring in real time payments, peer payments and banking via mobile apps, there is little room for
any kind of intervention. The automated monitoring of such transactions based on this information
with the use of machine learning techniques would be required, due to the speed of transactions that
cannot be matched with manual systems, according to Vanini et al. (2023). Statista reported that
there had been unmistakably $58 million in credit card frauds in the third quarter of 2024 (2025),
highlighting that real-time digital platforms have turned into a popular spot among fraudsters.
Modern banks are feeling the pressure from regulators and reputation and so are fintech businesses —
to move forward with fraud detection. If strategic machine learning integration is not in place, there
may be not only financial losses, there may be an additional loss of customer trust.

The vision of the proposed project is to address the present vulnerabilities, with special
emphasis on strategies and technologies for leadership. On this basis, the study explores the project
in the context of management and information systems and therefore discusses the effect of
perceived usefulness and ease of use in the before-adoption phase of the use of such technologies by
the decision makers particularly under the TAM. Davis and Grani¢ (2024) described that TAM
remains a valuable lens to look at executive actions in significant high-stakes technology decisions.
Financial institutions are now facing new fraud issues as machine learning also poses the challenge
technically, then it will need managerial willpower and strategic direction (Hilal et al., 2021). The
project will therefore be nestled in the core business issue — increasing the resilience of the

organisation by successful fraud mitigation, and leadership of digital innovation.
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Scope

The designed project is unclear as it is limited to a narrow focus on exploring strategic
leadership practices in the financial industry in the U.S. adopted by technology managers that have
implemented machine learning based fraud detection systems. The investigation should be
dovetailed with the issue of the lack of strategic direction to effectively implement machine learning
technologies, and the rise of financial losses due to fraud. The project is not meant to assess all
financial operations where the application of machine learning can be relevant, but rather focuses on
the processes of managerial decision making that will affect the integration and effectiveness of
machine learning fraud detection tools.

The proposed project is bounded by the qualitative viewpoint from a population or segment:
technology managers from financial institutions (financial companies and banks in the United
States). The research aims to delve deeper into a well-defined gap, specifically the need to align
strategic leadership in order to use machine learning technologies to fight fraud. While as noted by
Chenguel (2020), financial organisations have already got the tools, there are also leadership
constraints that don't allow these tools to be integrated into its operations. The project vision will
focus on understanding the actionable insights to be gained in order to further and support strategic
improvements in managerial level machine learning adoption.

Significance of the Project

The potential interest of the project is the ever increasing rate of financial fraud that can be
committed at the digital level, as well as inadequacy of human judgment and the lack of proper
algorithms for financial fraud detection based on traditional rule-based methods. Traditional fraud

methods are rapidly evolving and financial institutions are at increased risk because of the rate and
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sophistication of the various fraud types, such as digital payment fraud. Traditional methods are no
longer adequate to face the frauds in real time, and financial institutions are felt the need to improve
their fraud detection processes while maintaining the efficiency of transactions (HeR & Damasio,
2025). Parts of Real-time Payment include minimal time for manual interventions, thus automation
is key, otherwise mentioned by Vanini et al. (2023).

The project can potentially be applicable to the real-world requirements of technology
managers who do not have a direction on how to leverage ML in creating fraud detection
frameworks. Research by Dama et al. (2024) claimed that although machine learning can more
precisely identify anomaly and fraud behavior pattern detection, few organizations are effectively
implementing this technique due to the lack of strategic leadership. Bevilacqua et al. (2025) stated
that the laying out the foundations of an organization and the capability of its management are
crucial factors for obtaining any benefit from machine learning projects. Technology managers and
executives will gain insights into how technology leadership models and decision-making processes
can impact the effectiveness of implementing machine learning and what leadership models are
needed to maximize its benefits.

The project could also have a considerable impact on the experience of customers in the U.S.
financial services sector and regulatory compliance. Well, if fraud detection is shoddy, it works
against the customers' confidence, stability of the operation, and reputation of the industry. Lamey et
al. (2024), underscored that lack of efficacy in fraud prevention policy puts financial institutions at
risk of ongoing financial losses and loss of consumer trust. The outcomes of this research will
provide benefits for the several stakeholders. Findings from financial technology managers and

executives can be leveraged to establish evidence-based strategies and plans for resource allocation
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that bolster machine learning-based fraud prevention systems. Compliance bodies can gain from
wisdom that can aid in the implementation of machine learning in a way that is parallel to
compliance standards, enhancing oversight and setting uniform standards across institutions.
Overall, customers and investors will benefit from a more secure and trustworthy financial
environment, free from fraud.

Beyond practical aspects the study aims to make a contribution to literature as it would fill a
gap in understanding the factors affecting the adoption of machine learning for fraud detection in
financial setting, including organizational, technological, and leadership factors. Even though
previous studies have focused on the technical details of the machine learning algorithms, there are
not many studies which show how and why the implementation of machine learning algorithms in
actual financial operations is deciding on their success or failure (Lamey et al., 2024). This research
will fill the gaps in the literature in relation to technology adoption frameworks focusing on the
TAM and how well it can be implemented into practice, especially within the financial fraud
prevention sector. The findings and insights can be used in future academic studies and in the best
practices of technology-based projects to promote financial integrity.

Historical Background and Current Trends

To appreciate the evolution of fraud detection using machine learning in the U.S. financial
sector and the potential impact of strategic leadership for technology integration, it is important to
understand the historical context and the prevailing sentiment about tech adoption for fraud
detection. However, as the financial sector modernizes and banking moves into the digital realm,
there is a need to use more dynamic and data-oriented solutions to combat financial fraud (Hilal et

al., 2021). Initially depending on rule-dependent systems and people checking books, monetary
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establishments slowly started to see the weaknesses of the standard fraud detection processes in
opposition to a growing the majority of more superior cyber-crime.

With these advancements, machine learning has proven to be a game-changing technology
that can identify fraud quickly with predictive modeling and pattern recognition. However, a key
challenge is the strategic deployment of these systems, even with the technology advances that have
been made (Ejiga et al., 2024). A recognition of the evolution and trends in the field can help grasp
the reasons for the slow adoption of machine learning, despite the mounting financial losses and
vulnerability of customers (HeR & Damasio, 2025). The section delves into the timing and trajectory
of fraud detection, the advances of machine learning technologies, and the strategic challenges that
are now impacting the implementation of these technologies across the financial sector.

The issue that the proposed project will tackle is that despite the capabilities of most machine
learning algorithms for fraud detection it is not being effectively implemented in financial
institutions. Ever-changing fraud techniques are becoming a major challenge in fraud detection in
the U.S. financial services industry as Afjal et al. (2023) outlined. The current fraud detection
measures are mostly rule-based detection methods or with human intervention, which are not
sufficient for real time-fraud detection in a fast evolving digital economies. The problem statement
defines the main issue not as a lack of advanced technology adoption, but rather as financial
managers noting that they struggle to adopt machine learning systems because of low leadership, and
lack of strategy to adopt those technologies. This is directly related to the concept of TAM that states
that usefulness (whether the technology is valuable for fraud detection) and ease of use (how

difficult it is perceived to be to adopt the technology) are important factors in the process of
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adoption. Financial managers might be reluctant to invest in machine learning because they think
that it is hard to implement or they don't know how it can help them with their fraud detection.
Historical Background

The history of fraud detection in the U.S. financial industry has been influenced by the
evolution of the financial service technologies from the past, the real-time financial services and the
sophistication of the fraudulent actions (Hilal et al., 2021). Digital banking has helped improve
access to financial services but also led to more sophisticated fraud schemes'shifting from paper-
based to digital banking.The switch from paper banking to digital banking has helped facilitate
financial access, but has also introduced new, more sophisticated fraud schemes. In the early 2000s,
detecting fraud was based on rigid rule-based systems and manual process (West & Bhattacharya,
2016). At the same time, however, it's essential to realize that this type of system wasn't sufficient
for long, because, as cybercriminals got better at exploiting customer data and technological
loopholes, they soon outpaced the established approach. Since the arrival of real-time payment
systems, the amount of time to detect and prevent fraudulent payments has drastically diminished,
calling for more sophisticated and automated systems, according to Vanini et al. (2023).

Digital transformation of the financial sector (since 2010) has involved innovation as well as
vulnerabilities. Mobile banking, online payments, and peer-to-peer money transfers have
transformed how consumers interact with finances, but also provide opportunities for fraudsters to
exploit financial systems (Rahman et al., 2024). Not only is there a rise in the amount of fraud, but
fraud rings are also getting more sophisticated. According to Statista (2025), credit card fraud
costing about $58 million occurred in the third quarter of 2024 alone, highlighting that credit card

fraud is increasing despite credit card infrastructure improvements.
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In the early 2010's, the idea of using machine learning became a worthwhile option, as
researchers and tech companies started to use artificial intelligence to look for patterns and
anomalies within large amounts of data. Pattnaik et al. (2024) also reported that the machine learning
algorithms are able to process billions of transactions in real-time, promptly recognize suspicious
patterns, and minimize the likelihood of undetected fraud. The algorithms continuously learn and
update themselves in order to be effective against changing fraud threats as opposed to static rule-
based systems (Hilal et al., 2021). Nevertheless, although many machine learning applications are
technically ready for use in the Financial Sector (FS), the internal challenges of Financial Institutions
have prevented them from using these tools (HeR & Damasio, 2025).

One of the biggest challenges in using machine learning for fraud detection is the absence of
strategic direction and organizational support. Afjal et al. (2023) pointed out that while institutions
have in place Al and machine learning, the disconnect with business models drastically diminishes
the impact of Al. Additionally, literature is replete with findings on a lack of leadership certainty,
poor collaboration between different functions and resistance to change, all of which indicate that
technology is not the only answer to challenges related to fraud. Bevilacqua et al. (2025) highlighted
that managerial preparedness and strategic leadership are key factors in harnessing the full potential
of machine learning endeavors. First coined by Davis (1989), the TAM became popular for
understanding technology adoption in business situations through its perceived usefulness and
perceived ease of use framework.

The changes in fraud detection strategies have also been influenced by cultural and social
factors. The unprecedented rise in the consumers' dependence on digital financial services, especially

with the onset of the Covid-19 pandemic, has established a new sense of normalcy which focuses on
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financial security. The economic fallout from and caused by the pandemic has also spurred thieves to
maliciously increase phishing, ID theft, and synthetic frauds. According to McKinsey & Company
(2022), more than three-quarters of financial executives attributed the significance of investing in
more advanced fraud detection technologies, yet they did not have a clear plan for strategic
investments. The CIO (2024) stated that several banks had even tried out Al capabilities, but not
more than 30% could operationalise because of organisational differences.

Clearly, the nature of fraud and the means available to defend against fraud has changed
throughout history and with technology. There is a gap in terms of where we can deploy and use
technology, which is the major issue. Chenguel (2020) and Hariyani et al. (2024) agreed that there is
a need for leadership to adapt to facilitate innovation and create structures to integrate machine
learning into their everyday tasks. The financial and reputational consequences of delivering
ineffective fraud detection creates an emphasis on the importance of the change. If that's a high-risk
economy in the digital age, strategic leadership and organizational alignment are not only a means to
innovation but are mandatory to safeguard institutional integrity (Rahman et al., 2024). The topic is
one that has evolved over the last 20 years to show that advanced fraud detection is not about tools it
is about transformation, with a strategic vision, collaboration and operational excellence, which must
be undertaken at the hands of our leaders.

Current Trends

The trend shadowing financial fraud detection in the U.S. financial industry, for instance,
shows that there is increased interest in the use of Al for financial fraud detection due to the
complexity of emerging financial fraud schemes (Bello & Olufemi, 2024). Financial institutions

have fast-tracked their digital transformation initiatives since 2020, generating potential
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opportunities as well as challenges for finances institutions to manage fraud risk. As more
consumers have made the shift toward real-time payments, mobile banking and contactless banking,
this has increased the possibility of fraud, and advanced fraud detection is needed to reduce this risk.
The developments highlight the limitations of traditional fraud detection methods and reinforce the
demand for more time-sensitive and proactive solutions.

In recent years, machine learning has become a pivotal tool in the fight against fraud, but
research and experience indicate that while there is a lot to be excited about, it is important to
proceed with care. Pattnaik et al. (2024) highlight the technical edge that anomaly detection models
have over rule based systems as it can detect anomalies in real time. That shows the definite
technical capability of machine learning, but there is more than that when Afjal et al. (2023) prove
that not all the financial organisations have been able to operationalise these tools; in fact, less than
half of the financial organisations did. They found that there is a lack of enactment that is there is a
disconnect between the technological capacity and organizing alignment. There appears to be
tension between stressing the correctness of the models on the one hand and boundaries to
integration on the other, including lack of leadership and lack of inter-departmental coordination.

This is reinforced by the consulting companies and also by studies on governance. In this
respect, McKinsey & Company (2022) states the imperative need for machine learning to be
regarded as a strategic enterprise priority and not just a technical upgrade. Mudawar et al., (2018)
and Ahmed et al., (2024); Bevilacqua et al., (2025) also mention that governance and managerial
capability are determining factors- that incidents of fraud taking place in businesses with strong
governance frameworks were reduced as much as 30% in the businesses. One importance factor

raised by McKinsey is the "Executive Vision" and another one by Bevilacqua et al. is the
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"Organizational Readiness™ at the managerial and operational level. This indicates a shift in "fraud
prevention™ from merely moving it to the data science space to a leadership and culture shift.

COVID-19 has been a stress test of old fraud detection methods which revealed weaknesses
in the legacy methods. Zhu et al. (2021) observed the growing opportunities for fraud due to the
adoption of digital transactions, and Hariyani et al. (2024) noted the effective approaches of new
fraud methods like synthetic identity fraud. In fact, Odufisan et al. (2025) reported that these
pressures had engendered a fast-paced adoption of machine learning by most financial institutions.
The pre-pandemic to post-pandemic disparity between what could be and what is, is represented here
by being underutilized (Afjal et al., 2023) and then suddenly needing to fill that gap. This transition
also points to a growing trend fraud detection is no longer a reactive process, but a proactive one,
and machine learning is an important strategic component of it to manage the continual changing of
fraud fingerprints.

These are just a few thought leaders in the artificial intelligence and finance sectors,
including the financial industry regulatory authority (FINRA) and the federal reserve, who have been
calling for tighter adherence and enforcement to intelligent fraud detection systems. As financial
fraud evolves with increasingly advanced fraud tactics, regulatory agencies are increasingly finding
themselves supporting integration of machine learning solutions to improve risk management, as
highlighted by Dama et al. (2024). As a result, ClOs and compliance professionals have started
looking for options that allow the deployment of technology to better fit the larger risk governance
approach.

While we can't discuss machine learning adoption for fraud detection without some outside

and inside looking at the technology, there has been a trajectory for the journey of machine learning
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adoption since 2020. Important literature reveals that among the major factors to consider for a
successful implementation are: Cross-functional collaboration, Org. culture, Strategic leadership.
Overall, the prevailing trend underscores the critical importance of identifying the potential of
machine learning and effective leadership to harness this potential. These banks can benefit from
better fraud detection, reduced losses, and improved consumer confidence in an evolving digital
financial landscape when they embrace a holistic solution.

Synthesis of the Scholarly Literature

The literature clearly shows a big gap between the potential of the technology and how MLD
solutions are used within organizations to solve financial fraud detection issues. Although there is a
vast amount of research on machine learning algorithms' performance over the rule-based systems,
there has been a lack of methodological approaches and empirical studies that would bring these
fundamental research gaps close to the problem that the proposed project is aiming to eliminate —
between the technological potential and strategic act of implementation in the organizations.

Many of the practitioner publications, including strategic management and information
systems management areas, emphasize the potential for the importance of leadership alignment to
the technology adoptions. The principles outlined in the service management framework by Ejiga et
al., (2024) emphasize the need for top-level management's involvement in aiding the implementation
of technology. The framework is consistent with the problem statement of the proposed project
where it identifies lack of strategic leadership is a major challenge to the successful implementation
of ML for financial fraud detection in Fls. Organizations don't always have the tools to leverage Al

technologies and all that Al entails, but rather are constrained by a lack of leadership strategies and
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organizational alignment to make the most of them, according to a study by McKinsey & Company
(2022).

The proposed Project Topic on “Implementation of machine learning for fraud detection in
U.S. Financial Institutions” is an important issue in the general management, specifically strategic
management. This escalation has fueled a rising number of financial transactions in the digital era,
which demands that conventional methods for fraud detection become obsolete, paving the way for a
renewed effort to examine novel technological approaches, like machine learning (Pattnaik et al.,
2024). The TAM fits well for the study regarding the attitudes of managerial perceptions regarding
useful and ease of use of machine learning technologies towards the perception of adopting machine
learning technologies in a fraud detection process in financial institutions (Davis & Grani¢, 2024).

The main direction taken by the scholarly community in addressing the failures in fraud
detection is almost all towards algorithmic enhancements and technical performance improvements,
almost exclusively using quantitative methods that help sustain a narrow field of view. Nanduri et al.
(2020) provided a good example of this focus on technology, which reduced fraud losses by 0.52%
and reduced incorrect fraud rejection rates by 1.38% (that saved them $75 million through
automated data pipelines and analyzing data from transactions to know exactly what they are
reacting to). However, their research failed to reveal any clues on the aspects of leadership,
organisational readiness or change management processes that enabled this successful
implementation; which seems to be a general methodological limitation of viewing implementation
as a purely technical challenge. Ali et al. (2022) performed an extensive systematic literature review,
by following specific academic databases and inclusion and exclusion criteria, yet they were unable

to identify or isolate the overwhelming majority of studies that focus on comparing the performances
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characteristics of algorithms and publicly available datasets without considering and/or discussing
the managerial and organizational issues that hinder uptake.

This methodological confluence of technical validation highlights an intrinsic constraint of
academic investigation there have been plenty of instances in which a machine learning capability
has been demonstrated to be technically feasible but without necessarily being carried out in an
empirical study in their strategic management aspect. Roy & Prabhakaran (2023) further extended
the work to internally perpetrated cyber frauds of Indian banks by conducting the focus group
discussion by risk officers and semi-structured interviews with experts of cyber cell and has
effectively shown the KNN method for the prediction of frauds patterns. However their qualitative
approach, which was more thorough than purely technical studies, still presumed that if technology
has the means to be effective, it will automatically be adopted on the organizational level, as the
current state of affairs between technological capability and organizational implementation evidently
does not support this assumption. Recently impressive results have been obtained by Hashemi et al.
(2022), who employed an ensemble to produce ROC-AUC scores of up to 0.95 on publicly available
credit card fraud datasets' which consist of 284,807 credit card transactions gathered across two
days, and by Aljunaid et al. (2025), who obtained as high as 99.95% accuracy via explainable
federated learning using multi-source datasets such as European Credit Card Fraud Dataset and
IEEE CIS Fraud Dataset. But these technical developments have been presented with reference to
standard and non-standard cross validation protocols, and feature selection methods, and lack the
context of strategic, leadership challenges that can be a determining factor whether such

sophisticated systems can be successfully incorporated into the organisational context.
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In the methodology of the scholarly community has emerged an unintentionally ‘circular'
knowledge production process that leads to complex technical solutions, and at the same time
systematically neglects the paramount ‘discourse of use' - in which these solutions are supposed to be
implemented. Researchers have shown convergence towards a few data collection techniques—
publicly available datasets acquisition, institutional partnerships acquisition of historical transactions
and synthetic data generation for experimental validation. Future studies by Balcioglu (2024) also
investigated the transformative effects of Al and machine learning technologies, but they were based
on detailed case studies and aimed to show the ratio of technical implementation, taking the process
of implementing it and associated leadership strategies and organizational changes aside. Using
support vector machines, Aslam et al. (2022) achieved 94% accuracy in detecting insurance fraud
from data provided by industry partners from the department of decision analytics of an American
company, which includes 33 complex variables, some of them binary to indicate whether the
policyholder is involved in fraud or not, and others being demographic details.

However, the focus of the literature is on the empirical performance validation, which being
this project is being proposed, indicates the gap that can be filled by this project as their accuracy
result often reaches up to 99% with the usual result having higher than 90% accuracy. Islam et al.
(2025) found that XGBoost achieved an accuracy of 99.2%, precision of 96.8%, recall of 94.5% and
AUC-ROC of 0.987 with standardized versions of Data Pre-processing pipelines that includes
Feature Scaling, Normalization and cross validation procedures. But while the performance levels
achieved through intensive experimental design and automated data-processing tools might suggest
otherwise, the metrics in themselves demonstrate the paradox of the implementation gap: that

without investments in technical aspects, nothing goes optimized or successful within an
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organization. Goyal et al.'s (2025) highly sophisticated survey instruments utilized by bank
professionals and analyzed with SmartPLS 4 showed high performance across various contexts,
methodologies, and in-depth interviews with board directors of Saudi Arabian banks conducted by
Eskandarany (2024) revealed that while the scholarly community is aware of the technical
requirements to achieve effective fraud detection, they endound up neglecting the strategic
leadership and organizational factors that drive effective adoption in the real world.

While the studies that go so far as to take implementation constraints into account - with
mixed methodology or qualitative design - the need for focusing on managerial perspectives is most
apparent. Zheng et al. (2025) performed extensive ML-forensics related reviews with systematic
literature review methodology, partly starting to eliminate the KYOC deficit, consolidation the
fields, and recognize that effectiveness in combating fraud does not only depend on the technical
component but also considers the organizational system. But these more comprehensive strategies
still aren't enough to give financial institutions the right kind of strategic leadership guidance to
effect technological transformation. The methodological choices made by the scholarly world have
so responded that a good basis has been established for knowledge of what is technically feasible,
and an urgent need for research that will consider the organizational feasible has evolved.

The selected framework for the proposed project "TAM" is apt for the problem as it looks at
the challenges to successful adoption of machine learning technologies in terms of Leadership and
Organizational problems. A key aspect of the TAM is the attitudes that are connected to using the
technologies, considering the perceived usefulness of the technologies and the perceived ease of use
of the technologies both play important roles in determining managers' attitudes to implementing

these technologies. Financial institutions possess the technology, but it is often misaligned and/or
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does not have a strategic framework, which slows down adoption (McKinsey & Company, 2022).
TAM can be used to assess the Why and How components of managerial beliefs and perceptions
about influencing the technology adoption in the proposed project, which can be directly connected
with the problem and purpose.

While written materials and the literature synthesis show that researchers have made great
advances investigating technical superiority by constantly improving experimental designs and
performance validation, they have devoted less attention to the method in practice, and the research
is less able to provide the bases for strategy implementation at financial institutions that could close
the gap between technical superiority and organizational success. This methodological constraint is a
direct result of the scientific argument and practical need for a greater emphasis on managerial
aspects and strategic approaches to implementation in the context of this project, which seeks to
explore, and in certain areas in which improvements have not already occurred, develop, the
management and strategic implementation dimensions.

Identifying Key Themes and Patterns

Looking across the literature, it's clear that there are some common themes that imply
common problems and chances in fraud detection utilizing machine learning. There are some
significant lessons for the scholarly world in the disconnect between technical sophistication and in
practice success that algorithmic diversity brings to the scholarly world and that can be explained by
TAM's constructs. It can be addressed in the TAM model by the difference between the actual
technical performance which researchers aim to improve, and the usefulness/ease-of-use which
managers consider when deciding what to do about it. Researchers frequently demonstrate that

combining multiple machine learning methods provides more accurate outcomes than performing
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technology acceptance with one algorithm, however, while few studies explore managerial
perceptions and organizational factors identified by TAM, they still neither consider their impact nor
include them as factors in their technology acceptance models (Marikyan & Papagiannidis, 2025).

Ensemble methods achieved 0.95 ROC-AUC when detecting fraud in the system; however,
studies fail to shed light on the following: how the impressive technical value is related to the
perceived usefulness for financial managers and how implementation complexity is related to the
ease of use which are the most important factors in the TAM model that impact the adoption
intentions. Ali et al. (2022) suggested that ensemble-based techniques are a growing trend in the
systematic review of 93 financial fraud detection studies but the review findings revealed that most
studies are limited to measuring technical performance metrics, and the extent to which external
variables in TAM, such as financial manager's perception of usefulness and ease of use with respect
to the organizations context and top management support, affect the feasibility of the successful
implementation of sophisticated Ensemble-based techniques. But in the 14 of the papers in this paper
reviewed by Ashtiani and Raahemi (2021), ensemble methods were used and random forest was the
most common supervised method. A gap was however found between what the algorithm can do
(construct: usefulness perceived by the organization) and what the organization can do (construct:
ease of use perceived by the organization) and was not widely studied. This focus on ensemble
methods shows a certain paradox, with researchers making advances on technical solutions, but
neglecting managerial practices and the governance mechanisms for the practical implementation of
the solutions (Eskandarany, 2024).

One point being made is that despite all the systems to detect frauds, it's not going away in

the U.S. financial sector. While the number of fraud incidents appears to be on the rise at financial
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institutions, the traditional forms of fraud protection, based on rule-based algorithms and human
knowledge, simply find it hard to keep pace with the ever-changing face of fraud. The
implementation gap is influenced not only by fraud severity recognition that positively relate to
increased perceived usefulness, but also by a perceived feasibility of implementation in the
organizational context, perceived ease of use and external factors (organizational readiness and
leadership support). The lack of leadership practices, strategic management models and machine
learning technologies for fraud solution are the specific reasons for the problem in business. In this
section, the research objective is to comprehend what kind of leadership strategies are needed to ease
the adoption of technology, particularly in the financial field where leadership influences TAM
parameters perceived usefulness and perceived ease of use that consequently shape the intentions for
technology adoption (Bevilacqua et al., 2025).

The next theme is also the data imbalance problem; no other theme in the fraud detection
literature can be found as often as this one and research into this problem not only fails to address
the technical issue, but also highlights the broader managerial perception of the data imbalance
situation, which is ultimately the key determinant to adoption. The researchers have created more
and more complex technical solutions to fight against the inherent trait of fraudulent transactions that
is the proportion of such transactions is smaller than 1% of all financial transactions (Breskuviené &
Dzemyda, 2024). Although the solutions can be complex, this can seemingly have a negative effect
on perceived ease of use, which helps explain why TAM posits that sometimes these solutions may
result in lower adoption because of the difficulty experienced in using the solutions compared to the

perceived usefulness. The gap also blurs the need of identifying research studies that will connect the
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technical innovation with possible means by which it can be implemented in a financial setting and
leadership will play a key role in this process.

Most of the researchers were focused on the technical challenge, and used different sampling
techniques, the common sampled technique used by all the studies is the synthetic minority
oversampling technique (SMOTE). However, financial managers' attitudes towards the usefulness
and ease of use of the preprocessing requirements are also important and, as TAM suggests, are
directly related to attitudes about adopting fraud-detection systems based on SMOTE. Almazroi and
Ayub (2023) addressed class imbalance in their comprehensive fraud detection framework, but did
not report any results on how the technical solution influenced TAM constructs — perceived ease of
use and perceived usefulness, which in the end, relate to whether or not the technically effective
solution was adopted at the organizational level.

Reviewed studies suggested that SMOTE was the only oversampling technique used, with no
indications of technical differences in the use of the method and an apparent need for different
application with respect to different organizational contexts (external factors in TAM) in order to
maximize manager's perceptions of usefulness and ease of use in the various institutional capacities.
Zheng et al. (2025) went to great lengths to explain how machine learning is used in financial
forensics, emphasizing the critical importance of data quality and the class imbalance of the data
used in the models of a fraud prevention system. The work begins to take steps toward closing the
T&T gap, but data quality is not only technically ingrained as an algorithm, it is also an external
variable to TAM that can impact manager's perceptions of usefulness and ease of use. This means
that despite attempts of the academics to comprehend the technical requirement for development of

an effective financial fraud detection model, they are not focusing on the leadership pattern that
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would support the attitudes towards using the model (perceived usefulness) and attitudes towards
ease of use (TAM) which dictate whether the financial managers will develop their behavioural
intentions that are later required for implementing the technical requirement.

Another theme is the compromise between accuracy and explainability of models,
particularly from a regulatory perspective in financial applications ground on the need for
interpretability of decision-making methods (Cheong, 2024). Insofar as the TAM model, it's a direct
battle between weapons that increase perceived usefulness--strong but difficult to interpret/falsify
models can yield better fraud detection results--and those that hinder it--powerful but difficult to
interpret/falsify models increase the difficulty and complexity of complying with legislation,
decreases perceived usefulness, as well as implementation--decrease in PEOU. This theme is the
most akin to practical issues of implementing advanced machine learning algorithms in actual
financial institutions, and research on alcohol algorithms' interpretability has revealed the theory-
practice gap, which is the reason behind the focus of the proposed project on managerial perspective
and strategic leadership.

The attention given to interpretability challenges by the scholarly community indicates that
there are implementation needs in real world settings but those solutions are limited to how
interpretability can be considered within the technical aspects of TAM without studying the
influence of external factors like organizational readiness, regulatory compliance infrastructure and
technical support. Specifically, Aljunaid et al. (2025) tackled the challenge by using their
explainable federated learning model with SHAP and LIME techniques, resulting in a high accuracy
rate of 99.95% along with the provision of decision transparency. However, their rather complex

solution might lead to the opposite effect, that is, rather than making use easier, as measured by
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another construct of the TAM, ‘perceived ease of use' may be impaired and ‘perceived usefulness'
may increase if it becomes closer to regulatory compliance, suggesting in line with TAM that use
depends on a balance between these two perceptions. The authors recommend that interpretability
should not be viewed as a technical issue but an organizational issue, one that needs to be understood
and dealt with strategically, both in the regulatory aspect and in the technical aspect.

Mohammad et al. (2024) conducted a Bangladesh-centric analysis of integrating Al into the
ESG framework, thus highlighting regulatory the environment as an external dimension affecting the
perceptions and the willingness to adopt of managers. Roy and Prabhakaran (2022) have designed
frames for fast recognition and prioritization of the cyber frauds and resulted the work with
interpretive findings, which can be useful by the policymakers and fraud investigation officers. This
work fills somewhat the gap of "from technical capability to organisational implementation” namely,
on top of detection accuracy, perceived usefulness depends on the fit with the organisation's
decision-making processes and regulatory requirements as posited in the TAM's framework.

An emerging theme regarding interpretability is how the scholarly world is realizing that
technical prowess on its own will not result in successfully being able to implement fraud detection.
Yet, there is limited research that examines how greater sophistication of the
performance/interpretability technical solutions will affect managers' perceptions of usefulness and
ease of use, the two key constructs of TAM; and how leadership strategies and organizational
readiness, TAM's two exogenous constructs, will be able to maximize managers' perceptions for
greater adoption intentions and success in implementation. The communities and literature have
generally been distinct with what have been termed as performance maximalists (those that value

predictive accuracy, using ensemble and deep learning models) versus those who believe in and

43



want to use more simple and transparent models for regulatory compliance and practitioner
confidence. However, from the TAM point of view, debate leads to the divergence of considerations
about factors that impact perceived usefulness in the two perspectives, whereas considerations of
external factors (perceived ease of use and organizational context) are crucial to a successful
adoption, and that is overlooked by both perspectives (Marikyan & Papagiannidis, 2025). Both sides
can find arguments to support the science of fraud detection, but there is a common argument (as
well as an obstacle) to all of them, which is that it is in many ways the managerial decision making
through which that actual adoption of technologies takes shape. Financial institutions are still
struggling to communicate best practices for sustainable fraud prevention strategies due to the lack
of understanding of governance, change management and cross-departmental coordination. Such is
lacking in the scholarly literature and was the motivation for the proposed project, looking at
managerial perspectives and models for strategic implementation, and not focusing primarily on
finding any further technical advancements in the algorithm aspect.

As the TAM constructs are explored in terms of technologies used for fraud detection, the
qualitative research technigues used in the proposed project (interviews and thematic analysis) take
this into account. The interviews with financial managers will systematically approach the PUEC by
scrutinizing how the managers consider the potential of ML technologies for enhancing the
effectiveness of fraud detection, mitigating financial losses and improving operational efficiency, the
three dimensions of PUE in the TAM framework (Marikyan & Papagiannidis, 2025). The interviews
will also evaluate perceived ease of use by analysing the perceived implementation complexity,
integration with existing systems, training requirements, and maintenance needs, which are all

factors in TAM's framework to create PEU.
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Analysis and Comparison of Different Perspectives

The academic world has mainly tackled options for fraud detection failures with technical
optimizations and has proven that a machine learning approach is better than the rules. Ali et al.
(2022) reviewed 93 studies that showed that machine learning provides superior and scalable
outcomes than manual auditing methods, while Nanduri et al. (2020) provided evidence of real-
world deployment via Microsoft. In the context of this consensus, ensemble methods and
algorithmic diversity are the main research topics. Various studies have shown that the use of
combining models can also reduce the overfitting and enhance the detection rates; Ashtiani,
Raahemi, (2021) and Irfan (2024) have shown that supervised combining of models is better on
different benchmarks. But this is a body of work that demonstrates technical successes, and at a time
when they are celebrated in research they are not necessarily embraced in practice. The focus of
ensembles mirrors a trend around the globe among researchers to address technical issues of
performance and leave open the managerial and organizational approaches needed to make these
complex models perform at scale.

The second well-known strain of literature concentrates on the basic issues of data disbalance
and data preprocessing in fraud detection, where the number of legitimate transactions is
significantly higher compared to fraudulent transactions. These scholars, including Almazroi and
Ayub (2023) along with Islam et al. (2025), created advanced neural networks and gradient boosting
methods for rebalancing imbalanced datasets; resulting in outstanding accuracy. Some have explored
methods of synthetic data generation/ sampling for better training. The improvements overcome a
practical challenge in making performance assessments, but do show a common constraint: the

discussion about the improvements is still predominantly of a technical nature. Little focus has been
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placed on how these preprocessing requirements can be put into practice in financial institutions in
particular, given the limited regulatory space, legacy infrastructure, and reluctance of financial
institutions to share data. When it comes to the nitty gritty of data cleansing and augmenting,
however, there are a host of other business decisions which must be factored in, and the technical
literature hasn't adequately addressed the need for ongoing data cleansing.

The balance of predictive performance and interpretability is one of the most obvious
scholarly tension points. In this context, two (slightly diverging) camps form: those who are
interested in performance maximization by all means of deep learning and ensemble methods, and
those who are interested in most importantly interpretable approaches for compliance and
practitioner trust. On the one hand, Almazroi and Ayub (2023) and Islam et al. (2025) achieved
outstanding accuracy rates of 98-99% with complex models, and on the other, Aljunaid et al. (2025)
and Oduro et al. (2025) worked toward explainable federated learning and interpretable Al models
respectively. Roy and Prabhakaran (2022) also advocate the need for interpretability for policy
creation and fraud investigation. But this discussion still remains in the realm of the technical, and
not in the realm of strategic management. Financial institutions have to have leadership approaches
that are able to handle conflicting regulatory, cultural, and operational requirements, and that
technical studies do not necessarily offer.

In each of the three thematic areas one of the items seems to emerge consistently: scholars
respond to the small problems of techniques, but they also all highlight and reinforce the
fundamental gap in implementation. Ensemble techniques demonstrate algorithmic creativity
without taking the ease of operability into account; preprocessing studies incorporate approaches that

optimize imbalanced datasets but restrict the range of allowable application choices due to
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organizational feasibility; and interpretability/performance issues surface a managerial dilemma as a
purely technical puzzle (Oduro et al., 2025). While the technology of machine learning is well-
known and there is a strong scholarly agreement about its almost un-paralleled capabilities for
financial institutions, its non-technical dimensions, including leadership/ownership, governance, and
cultural readiness are underappreciated. This proposed project helps answer the question directly and
aims to move beyond a "can we do this?" to a "how will we do this?": How do you lead, make
decisions and coordinate across departments to effect real change in fraud detection practice with
advanced machine learning systems?

The project proposes to study the following management-driven approaches for facilitating
the adoption of machine learning technologies towards fraud detection in order to lessen the
financial loss due to fraud. Leadership is essential to bridge the chasm: Organizations aligned and
managers ready are key factors in successfully integrating machine learning into business practices
(McKinsey & Company, 2022). The project will highlight the leadership gap and strategies that
financial institutions can take to enhance fraud detection, and to ensure the sustainability of these
technologies. As the research employs multiple techniques including qualitative interviews and
thematic analysis, these will contribute to identifying the managerial perceptions and challenges with
regards to technology adoption, which plays a crucial role in understanding the reasons why machine
learning has been underused although it has great potential (Dama et al., 2024).

Gaps and Unresolved Issues

The proposed project aims to examine the leadership roles that can help the financial

institutions adopt machine learning technologies to detect and combat fraud. The TAM framework

can be leveraged to address this by concentrating on the management's perception of usefulness and
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ease of use in the adoption of machine learning. UTAUT does not stand alone: the wider
organizational and leadership contexts impacting on adoption, namely, social influence and
facilitating conditions are explored. The proposed project will investigate not only the usefulness and
the ease of use perceived by managers regarding machine learning but also the organizational and
leadership factors which can lead to the successful adoption of the technology by using TAM and
UTAUT. The problem gaps identified in the problem statement, that the machine learning is not
adopted because of lack of leadership strategies, will be the ones that will be addressed in the
exploration process, which is related with TAM and UTAUT.

Gaps persist from the literature: Financial industry managers in the U.S. have not yet
implemented effective practice in machine learning driven fraud detection methods, resulting in
financial losses and customer dissatisfaction due to fraud detection failure. The researchers have
created more and more complex algorithms, but most research is too limited to provide a leadership-
laid-out integration framework to help the managers implement these technical advances. This gap
has been the focus of many technical efforts to try to resolve. Federated learning models seamlessly
integrate privacy preservation, accuracy, and interpretability, as demonstrated through an
explainable federated learning model introduced by Aljunaid et al. (2025) that simultaneously
ensures privacy, high accuracy, and interpretability, complying with regulatory standards.

However, the model neglects algorithmic issues, and many aspects of strategic leadership and
cross-functional coordination are needed for the successful use of the model. Likewise Roy and
Prabhakaran (2022) proposed a mitigation ecosystem which is a mixture between machine learning
detection and policy arrangements; they however, assumed that technology and policy designs

would automatically lead to its adoption. What is missing is advice to managers on how to reconcile
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organisational culture/life, leadership focus and regulatory evolution with implementation of these
technical solutions. Collectively these papers show that although there's been significant progress
with the technical aspects of fraud detection, the managerial and leadership strategies to implement
them have been underinvestigated. This proposed project addresses this deficiency head-on, by
exploring how the managers of the financial industry in the U.S. can close the gap between the
proven technical abilities and organizations getting them implemented in ways that decreases fraud
detection failures and strengthens customer confidence.

The use of qualitative interviews with financial managers will help in exploring the attitude
and belief of financial managers in shaping their decisions towards the implementation of machine
learning in their work. The techniques are especially relevant to investigations of behavioral and
organisational issues of technology adoption that are typically neglected in quantitative research.
Knowing what challenges and opportunities top managers see with integrating machine learning
with determining fraud will be gathered through interviews. The outcomes will contribute to shaping
a roadmap to bridge the leadership gap, as that's a pivotal element for successfully introducing
machine learning systems into financial institutions (Bevilacqua et al., 2025).

The scholars' attempts to solve the problems of technical-regulatory integration show that
both difficulty at the implementation level and a lack of a grasp of the essential leadership aspect are
acknowledged; however, the latter is not addressed. Aros et al. (2024) stressed the need for
complexity quantification for accurate prediction and needs careful integration with regulation, but
did not provide guidance on how technology managers can develop the strategic vision/s and
organisational capacities to move through the competing needs. Nanduri et al., (2020) illustrated

adaptation as it happened by the dynamic programming adapted by Microsoft, but the solution was

49



proprietary and context specific, with no lessons learnt regarding leadership that was essential for
success.

However, the scholarship on sustainability & adaptation issues of fraud detection systems
based on machine learning technologies has just recently begun to emerge, but remains too technical
in nature and in need of actionable management leadership frameworks. Almazroi and Ayub (2023)
focused on adaptive ensemble approach to adaptation, but it is not clear how organizations can
incorporate continuous adaptation as part of their operating models. In a similar manner, Ashtiani
and Raahemi (2021) recognized concept drift as a core issue which needs repeating to train the
model but did not provide any information regarding the organizational structure or competency that
enable the re-training of the model in practice such as resource allocation, governance or staff
development. Dey et al. (2025) continued the discussion by emphasizing the regulatory aspect where
adaptive systems need to evolve with changing regulatory needs. They, however, like the others
failed to discuss system evolution over time being a leadership issue, since adaptation was always
formulated as a design problem.

Collectively, these studies show a coherent direction; researchers recognize the need for
continuing adaptation, and adaptation is still treated as a technical problem to be solved rather than a
problem of management and leadership. The models proposed are very good for identifying fraud in
varying conditions, but fail to account for the organizational aspects of change management,
interdepartmental interaction, and regulation that are important to assessing models' maintenance. It
highlights the core challenge, that financial industry management professionals in the U.S. have not
yet found effective frameworks to adopt, adapt, and keep machine learning-based fraud detection

systems up and running without complaint from consumers and fraud losses in the institution
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(Pattnaik et al., 2024). This project aims to offer the leadership/organisational perspective of
adaptation, which has not yet been offered by current scholarship.

Academic work on how to promote collaboration across sectors has underscored if not
addressed the conundrum of sharing leadership. Aljunaid et al. (2025) built on this work by
implementing federated learning to allow collaborative training of models for improved performance
without compromising data privacy, achieved by institutions' collaboration. In doing so, however,
they call for exactly the skills which this proposed project aims to investigate — wide-ranging
organisational coordination, inter-institutional relations management and strategic alignment
between various stakeholder groups. Goyal et al. (2025) started recognising the organisational level
factors in relation to the use of Al, but centred on individuals within an institution as opposed to
developing frameworks for technology managers to develop skills in collaborative leadership.

Combined, these academic contributions illustrate the inadequacy of technical innovation to
help meet the implementation gap. In each of the tries to resolve particular technical or regulatory
problems, additional needs of leadership and organization have come to light to which the research
community has been powerless. The ongoing technical-proficiency practices vs organizational-
impletion contradiction reflects the increasing need for research that will specifically highlight the
aspect of technology managers forming and utilizing integration frameworks guided by leadership
practices (Hilal et al., 2021). This project is an integrated solution to this crucial deficiency and
focuses on technology manager perspectives and strategies to overcome the complex implementation
issues; it also provides the potential for delivering that strategic leadership, which purely technical

solutions continue to lack.
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The issue that needs to be solved is fraud and how it is occurring consistently throughout the
finances industry in the U.S., despite having advanced fraud detecting systems. Financial companies
are witnessing a huge rise in fraud occurrences, but fraud detection systems, which generally rely on
rules and manual analysis, are proving insufficient for this quick-paced fraud. The problem in the
business is there are not any leadership strategies nor strategic models that are based on machine
learning technology to solve fraud problems. In this context, the research aims to investigate the
leadership approaches required to implement and succeed with technology, specifically in the case of
adopting machine learning fraud detection systems in the financial industry, and strategies to address
barriers to adoption (Bevilacqua et al., 2025).

Synthesis of the Practitioner Literature

In fact what the machine learning community has identified as critical is areas where the
implementation of machine learning for fraud detection is not well known and these have only
surfaced in the last 20 years. As mentioned in Andirson (2024), traditional rule-based machine
learning systems are ineffective against the sophistication of modern money laundering schemes,
which utilize cryptocurrency platforms, networks of shell companies and complex digital transaction
patterns that did not exist in early 2000s. They pointed out an inherent mismatch in the promise of
regulation and technology; financial Institutions executing millions of transactions every day
produce huge volumes of structured and unstructured data, which legacy systems are unable to
digest effectively. Amidst the COVID-19 pandemic, the practitioners reported that digitalization of
financial services increased, causing new risks for money laundering, while digital payments and
cryptocurrency adoption introduced new avenues for money laundering activities which are beyond

current capacities to detect.
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Handrid (2024) tackled an issue that has not been addressed previously: how to detect fraud
in the context of high-frequency trading (HFT) done at the microsecond level. It is recognized that
conventional fraud detection systems can't be applied to HFT systems that make thousands of
transactions per second and that frauds can be perpetrated and hidden in milliseconds. This denotes a
trading gap which only developed with technological progress in algorithmic trading. The
practitioners pointed out that HFT involves the handling and storage of a whirlpool of data in
torrential pace such as transactional data, updates to order books and market news etc., that calls for
robust data-handling and storage systems capable of supporting data streams at very fast pace. They
stressed that the nature of spoofing as well as front running has grown to take advantage of the speed
benefits in algorithmic trading systems.

The ‘black box' problem is an emerging challenge in deep learning implementations,
independent of domain or algorithm, according to the Houssein et al. (2025) study. While
explainable Al is a growing requirement of regulatory regimes on financial systems, the best deep
learning financial systems for most situations are opaque. This generates a practice gap that
practitioners must deal with, between the technology they can use and the regulations they need to
comply with. In their systematic review of 57 studies, they found that practitioners have faced
challenges such as imbalanced datasets, interpretability requirements for models, and ethical aspects
when trying to utilise fraud detection using advanced techniques of Al. The practitioners pointed out
that such data privacy frameworks and advances in feature engineering add complexity in terms of
implementation approaches. One of the most complex issues faced by fraud detection systems is the
capacity to keep up with the surge of online transactions as well as combat cyber threats. Amirineni

(2024), emphasized there are scalability challenges in cloud-based fraud detection, particularly in the
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insurance industry which has experienced a rapid increase in transaction volumes due to digital
transformation. Handrid (2024), however, noted that the focus is more on complete integration of
cybersecurity and herein lies the problem for financial institutions around unawarely joining the dots
between fraud detection and other cybersecurity measures. Combined, these indicate that scalability
and integration are equal: scalability without integration makes the institution soft targets;
integration without scalability, limits real time detection capability.

A lot of hybrid methodologies have been developed by practitioners in order to face
challenges. Kuukua et al. (2025) presented organizational integration models between supervised
and unsupervised models, with neural network based customer risk assessment models integrated
with rule based compliance models. Whilst this flexibility shows potential, there are inherent
conflicts: institutions are required to make significant capital investments in continuous model
retraining and deployment infrastructure. The implications are many for the proposed project and
involve more than simply implementing cutting-edge machine learning architectures, but a
leadership model for U.S. financial service organizations that enables the presence of continuous
model improvements and cybersecurity integration along with it. Institutions can potentially
camouflage the shortcomings of fraud detection as they increase operational friction and make
themselves vulnerable to cyber threats, unless they upgrade and modernize both technology and
organization.

For instance, Ogunmokun et al. (2022) presented strategies to meet the realities of cost-
effectiveness, by combining fraud detection with business optimization. They explained to the
financial institutions that are in the process of implementing process automation that they can do it at

a lower rate of fraud risk and lower operation costs, applying lean management principles in the
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absence of inefficiencies, and enhancing fraud tools via data analysis. Their strategy involves
supplier relationship management techniques to minimise procurement fraud and to help negotiate
favourable terms and prices, securing a dual objective of preventing fraud and of minimising costs.
Participants have been well advised in their research that they can implement data driven decisions
to realize cost reduction opportunities and to enhance fraud detection capabilities.

Handrid (2024) explained the challenges practitioners encounter in the integration of
cybersecurity and the implemention of extensive frameworks with a multitude of technologies such
as artificial intelligence, machine learning and advanced encryption. They do this by incorporating
Al-driven threat identification frameworks that can recognize both conventional fraud frameworks
and complicated cyber assaults on monetary frameworks. The practitioners recorded, multi-factors
authentication systems, intrusion detection and prevention systems as well as employee training
programs that provide a layered method to defend against both fraud and cyber threats. Based on the
systematic analysis of 47 studies, Ashtiani and Raahemi (2021) uncovered the ways in which
practitioners tackle the challenge of model selection affordances and approaches involving
comprehensive systematic evaluation of models. The highest proportions of practitioners use
Support Vector Machines (SVM) (31 studies) and decision trees (24 studies) which are highly
compact and easily explainable, as well as 89 % of applications involve supervised learning
methods. The practitioners reported using strategic selection of algorithms based on the purpose and
use cases, for instance algorithms using Random Forest were typically chosen because of their better
performance in ensemble models, while algorithms that output probabilities are selected to perform

tasks that require the location of a set of probabilities.
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Handrid (2024) showed practitioners have found ways to cop with data volume that involve
distributed processing structures and advanced preprocessing methods: “for handling massive
transaction datasets, practitioners can also implement distributed processing architectures, along with
advanced preprocessing techniques, to perform real-time analysis while preserving the accuracy and
reducing computational overhead. They use implementation of streaming data frameworks and in-
memory processing systems that are able to continue to process the ever increasing amount of
financial transaction data whilst maintaining sub second responsiveness for delivering fraud
detection alerts. and Craja et al. (2020) introduced neural network architectures tailored for financial
applications, which deal with time series and feature extraction from a complex financial data. Their
solution contains the creation of specialized neural network architectures which are able to process
structured financial data as well as unstructured text data from financial documents and
communications.

The research literature noted that the challenge in practice lies in bridging the divide between
machine learning technologies and their effective application, which is often challenging as
organizations lack strategic leadership and are not prepared for application. The technology
availability-gap is an important challenge to fraud reduction in financial institutions. This is not
because of the limitations of technology, but because of the lack of organizational practices to match
the technology solutions (Gupta et al., 2025). However, it has been realized by scholars and
practitioners that the adoption of machine learning is not dependent on capabilities alone; it is also
dependent on strategic leadership that can enhance the culture and resources of an organizations for

a successful integration of machine learning (Afjal et al., 2023).
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Many different types of patterns of practitioner implementations were found in the literature.
The biggest trend is about moving from reactive to proactive ways to detect fraud. Craja et al. (2020)
reported the growing adoption of predictive models based on which fraud can be averted (or
resource-fraud detection when the need arises). This is a huge paradigm shift in fraud prevention
philosophy, from post-transaction fraud analysis to real-time fraud risk assessment and prevention.
Implementation of behavioral analytics, which create baseline customer patterns and immediately
signal deviations that could be signs of fraudulent activity is part of the trend. The second big
developing trend is towards ensemble methods and hybrid approaches. Both Roy and Prabhakaran
(2022) as well as Ashtiani and Raahemi (2021) noted that practitioners use a combination of
numerous algorithms to achieve best possible results, with the leading financial institutions seeking
the best performance by implementing ensemble algorithms. This trend is a reflection of
practitioners' realization that there is a myriad of fraud algorithms for which no one algorithm was
capable of comprehensive solutions to the complexity and diversity of fraud patterns; thus,
implementations that mix complementary fraud detection capabilities from multiple fraud
methodologies were determined.

Another grand theme was the interconnectedness that occurred between cyber security and
fraud detection, as noted across many studies. They asserted that the practitioners no longer see
fraud detection as a standalone discipline anymore, but rather have their fraud detection strategies
integrated into a single framework to cater both for traditional fraud and cyber threats in one go.
ljiga et al., (2024) and Btoush et al., (2023) have both reported such integrations. That's an indication
that today's fraud techniques combine traditional and modern attack methods, which need unified

defense techniques. Processing in real-time has become a key demand in all applications. The rapid
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pace of today's financial operations was highlighted by Sizan et al. (2025), who called attention to
the need for swift transaction processing and the ability to spot threats in mere milliseconds by
practitioners. This development has resulted in the adoption of architectures for edge computing and
distributed processing systems that can respond with immediate fraud detection.

Explainable Al is a type of response to regulatory needs and operational needs. Paul et al.
(2023) and Raghuwanshi (2024) described how users can leverage both on fraud detection
capabilities and the need for transparency when using Al systems.

Cloud-native architectures have become a popular way of implementation. Amirineni (2024)
and Hassani et al. (2020) reported the growing trend of the practitioners adopting cloud-based fraud
detection solutions for their scalability, cost-effectiveness, speed to deployment, security, and
compliance needs.

Fraud detection and financial risk modeling practitioners demonstrate a consistent trend:
augmenting and building on existing research and practice and responding to new challenges.
Nicholas (2024) showed that whilst using the foundational machine learning methods outlined by
Ashtiani and Raahemi (2021) will remain important, there have been advances in deep learning
methods which have continued to be shown to validate instances of fraud, whilst providing increased
capabilities to identify new fraud methods. In a like manner, Hassani et al. (2020) extended previous
conventional statistical models with ensemble methods that not only preserved institutional
knowledge but also improved the prediction accuracy. A more wide-spread paradigm change
towards to machine learning model governance is data validation framework extended with fairness,

bias, and robustness testing (Stojanovic et al., 2021). When viewed together, these studies show that,
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as a whole, practitioners practice iterative enhancement - retaining successful components, but
adding innovation to meet the needs of the operation and compliance regulations.

However, success rates is different in domains and methods. Ensemble techniques, like
boosting and Random Forests, also had low error rates and were the best performing models, with
scores exceeding 87% in accuracy as reported by Ashtiani and Raahemi (2021) and logistic
regression models did not perform well in fraud data which is complex and imbalanced. Although
cutting-edge techniques such as adversarial machine learning in cybersecurity demonstrated high
accuracy of >99% (ljiga et al., 2024), they are not widely adopted due to the infrastructure required
for their implementation. Author noted improvements in HFT fraud detection, while also drawing
attention to the hardware/high costs. Failure modes are common and they include poor data quality
preparation, insufficient staff training, not adhering to regulation and poor integration with existing
process (Ogunmokun et al., 2022). When combined, all of these take a very literal emphasis on the
role of advanced analytics to realize potential benefits, but with a parallel consideration of
operational, regulatory, and organizational readiness.

There is thematic convergence amongst practitioners in relation to some basic principles, and
great divergence around how this should be done and other regulations. High agreement has been
reached that hybrid solutions trumps single-technology solutions as Kuukua (2025), Ogunmokun
(2022), and Chen (2025) argue the need of integrating multi-masters to achieve a comprehensive
fraud detection system. Likewise, there is almost universal consensus that data quality is crucial to
successful implementations; Stojanovic et al. (2021) and Paul et al. (2023) both highlight that the
quality of the datasets will be the most important factor in the success of the models, by emphasizing

that even with the latest and most polished models, a proper data-preparation pipeline is essential.
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The wide range of agreement around hybridisation and data quality is indicative of a thematic
continuity in contexts and domains, and both become non-negotiables for practice.

But beyond these areas of agreement, there are also a number of differences between
practitioners in the areas of interpretability, system architectures, postulated data sufficiency and
oversight. Arguments for explainable Al in the context of regulatory compliance are the reliance on
this approach by Paul et al. (2023) and Raghuwanshi (2024); arguments for adapting to the
performance of opaque models are that of Craja et al. (2020) and Chen et al. (2025), implying a
tension between transparency and efficacy. Various dichothomies are found in discussions regarding
architectures as well: Amirineni (2024) argues that it is no longer necessary to decentralize cloud
systems for scalability and Kuukua et al. (2025) states that only distributed systems of the edge can
offer the responsiveness required in high frequency applications within the microsecond range.
Differences also arise in regards to data requirements: Stojanovi¢ et al., (2021) emphasizes the need
for a large and balanced data sets while Roy and Prabhakaran (2022) show that data imbalance
issues can be addressed using ensemble methods. The lines are equally stark when it comes to
oversight, with ljiga et al. (2024) arguing for complete automation and Kuukua et al. (2025) positing
the need for and use of human oversight to manage reputational and compliance risk. Even more
general risk stances differ, from Btoush et al. (2023) who are more in the Apply auditing and
compliance camp, to Sizan et al. (2025) who say the stragry is an Aggressive and Risk tolerant
innovation. In sum, these thematic intersections and tensions depict a consensus about the what of
fraud detection (hybrids, data quality) and a divergence about the how intending to highlight the
differences between the practical potential, legal requirements, and business realities of fraud

detection.
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Practical Insights, Real-World Examples, and Expert Opinions

Although there is a good level of consensus in certain areas (such as around hybridization
and data quality), there are big differences in how practitioners are operationalizing their foundations
from one context to another. For instance, Kuukua et al. (2025), Ogunmokun et al. (2022), etc., have
found that single-method solutions are consistently less effective; it is found that integrated solutions
like using ML ensembles and domain-specific heuristics could better capture the complex fraud
patterns. In practice, this translates to an increasing number of financial institutions beginning to take
the logical next step and deploy ‘layered detection pipelines', incorporating neural nets along with
existing rule-based solutions, and providing a seamless blend between new and old approaches. In
the same manner, Stojanovi¢ et al. (2021), as well as Paul et al. (2023), addressed the importance of
data integrity for successful application even the most advanced models. As one of the biggest
success factors in detection, real-world examples (including cases of deployment failures when
models did not get the detailed information necessary for successful transaction feed or when data
sets were incorrectly labelled) underlie the fact that data quality is a major influencing factor on
detection.

These are all things that everyone agrees upon, but outside of those things there are large
disagreements about the interpretability of the models, the systems, what data is sufficiently good,
oversight, and risk appetite. As posited by Paul et al. (2023) and Raghuwanshi (2024), there is a call
for action on explainable Al, especially to meet regulators and retain customer trust, particularly in
sectors such as healthcare and finance where people seek to understand the output of Al. Conversely,
Craja et al. (2020) and Chen et al. (2025) proceeded directly from experience of using them to say

that black boxes have detection advantages and the regimes need to progress, rather than restrict the
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use of black boxes. Analogously, these are also true in architecture: Amirineni (2024) published on
successful centralized cloud-based deployments where cost and standardized processes were
achieved; Btoush et al. (2023) demonstrated that in high-frequency trading, only distributed edge
systems can satisfy the latency requirements which are measured in microseconds. There is also
disagreement when it comes to data demands. While Stojanovi¢, Roy, and Prabhakaran (2021)
emphasized that for proper functioning of the model, large and balanced datasets are necessary, Roy
and Prabhakaran (2022) presented instances of successful performance of advanced ensemble
methods despite working with imbalanced fraud data. Human oversight also creates another gaps:
ljiga et al. (2024) advocated for the development of completely automated and self-learning systems
that provide real time feedback to the user, but according to Kuukua et al. (2025), the use of systems
without human oversight does come at a price as false positive results have been subject to costly
remediation and regulatory investigation. Last but not least, Btoush et al. (2023) provided examples
of conservative approaches with a focus on compliance and their intent to contain risks, in direct
contrast to Sizan et al. (2025) who referenced firms that adopt cutting-edge approaches very
aggressively to preempt fraud threats despite associated risk in the implementation. The thematic
tensions uncovered that practitioners may have widely varying and conflicting trade-offs to manage
regarding transparency and speed, resources and regulations.
Alignment of the Project with the Literature and Discipline

In examining the existing scholarly and practitioner literature on this subject, one sees a
fascinating synergy, underscoring the critical need for research on strategies for implementing
machine learning fraud detection in the U.S. financial industry. Scholarly literature provides

theoretical underpinnings and technical capacity of machine learning techniques in fraud detection

62



applications, as systematic reviews by Ashtiani and Raahemi (2021) illustrate that the trajectory of
the research progress towards fraud detection has shifted from classical statistical techniques to more
advanced deep learning architectures (DLA) supported to deal with complex patterns in financial
data. On the other hand, the practitioner literature notes that significant implementation to funding
disconnects also remain between the theoretical capacity and challenges experienced where the
technology has been deployed, as illustrated by reported failures at financial institutions, including
Danske Bank and Wells Fargo (Kuukua et al., 2025), and successes at other financial institutions,
such as JPMorgan Chase (Nicholas, 2024). Both streams of literature come to a common conclusion:
home for some, a renaissance has happened with a plethora of technological solutions that keep
advancing and evolving; for others, a place of constant frustration with the challenges of strategic
implementation on the ground, which involve regulatory adherence, model explainability, data
quality management, organizational change management and system integration. This alignment
reflects the fact that there are currently practical research questions not about the actual technical
characteristics of machine learning-based fraud detection technologies, but in how best to implement
those technologies in a U.S. financial institution within a complex regulatory, operational and
organizational frameworks. Such a disconnect between technological possibilities and real-life
outcomes, documented in this literature, points to a need for research concerning strategic
implementation frameworks that could narrow the gap between the two, and provide actionable
insights on how financial institutions can leverage the use of effective machine learning fraud
detection solutions while staying compliant with the regulations and cost-effective through

operations.
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The study, therefore, aims to fill the void by analyzing the issues that financial institutions
are facing in implementing machine learning for fraud detection and how they can be resolved. The
project aims to close the gap between the potential of machine learning techniques for fraud
detection and their actual application in the field, by synthesising existing research on machine
learning in fraud detection and the practical experience of practitioners in the field. This will offer
valuable insights for implementing leadership strategies to make organizations more prepared for

implementing machine learning technologies in financial institutions (Bevilacqua et al., 2025).
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